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OVERVIEW 



I iiLr induction 

Congratulations on your purchase of this Bel kin CrmiView ENTERPRI SE Cuad-Bus 
Series Benrote I P Console (the Rl PQ. CUr diverse line of KVM solutions 
exemplifies the Bel kin comritment to delivering high-quality, durable products at 
a reasonable price Designed to give you control of your corrputer or KVM switch 
from anywhere around the world through any web browser, the Rl PC can be easily 
configured to aax>rrrrodate your existing LAN setup, large or small. 

Bel kin has designed and developed the Rl PC with the server adrrinistrator in 
rrind. The result is a powerful, yet easy-to- install and -use remote solution that 
surpasses all other solutions with advanced features and functionality 

This manual will provide all the details you'll need about the Rl PC from 
installation to operation and troubleshooting, in the unlikely event of a problem 

Thank you for purchasi ng the OmMew ENTERPRI SE Quad- Bus Series Remote I P 
Console V\e appreciate your business and are confident that you will soon see for 
yourself wiry over 1 million Belkin QmiVfew products are in use worldwide 

feckage Contents 

- One CrmiVlew ENTERPRI SE Quad-Bus Series Remote I P Console 

• Che PS/2 cable kit 

- Cne 5V DC 2000rrA power supply 

- User Manual 

• Quick I installation Guide 

• Registration Card 

• Rack- mount bracket with screws 

- One DB9 cable 



1 



OVERVIEW 



Feature Overview 

Capacity for one cicjtal user support 

Allows one digital user access to control a computer or KVM via web browser. 
V\et> browser corrpatibility 

Trie Rl PC can be accessed from any computer that i s runni ng M crosoft ® 
I ntemet Explorer version 5.5 or higher. No proprietary software is needed. 

OU rack-rrauntable 

The Rl PC is corrpact enough to position on your desktop, behind another 
device, or attached to the side of your server rack to take up OU space 

User-defined hot keys 

User-def i ned hot keys sirrulate keystrokes on the remote system that cannot 
be generated locally 

Flash upgrades 

Fl ash upgrades al I ow you to obtai n the I atest f i rrrware updates for your Rl PC 
These updates ensure that your Rl PC continues to work with the latest devices 
and computers. Firmware upgrades are free for the life of the Rl PC visit 
belkin.com for upgrade information and support. 

LB3 display 

Located on the face of the Rl PC the LED display provides an easy way for you 
to monitor the status of your connection, link, and activity. 

Video resolution 

Wth an 117MHz bandwidth, the Rl PC is able to support video resolutions of up 
to 1280xl024@60Hz. To preserve signal integrity and obtain the best results, 
use Belkin video cables. 

Web-based advanced user interface 

You can set up the Rl PCs functions easi ly through your web browser, without 
having to install additional software onto the computer. There are no disks to 
install or keep track of and you can make changes and perform setup functions 
from any computer on the network, quickly and easily. 
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Equipment Requirements 

Hardware Requirements 

- QmMew ENTERPRI SE Quad-Bus Series Remote I P Console (included) 

• PS/2 cable kit (included) 

- 5V DC 2uOOrrA powsr supply ( i ncl uded) 

• Keyboard, nronitor, and mouse 

• Connection to network using 10/ 100Base-T Bthemet port (RJ 45) 

• CfiT5e crossover cable 

• CfiT5e straight-through cable 

• Rack- mount bracket vwth screv\E (included, for rack- mount install option) 
Software Requi rerrents 

• Mcrosoft I ntemet B<plorer 5.5 and above 

• Servers running WndowsONT® 2000, and XP 
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Specifications 

Part Number: F1DE101G 
FtAAd". 5V DC 2000rrA 

Network Cbmection: 10/ 100Base-T connection (standard R| 45 connector) 
Keyboard Emulation: PS/2 
IVbuse EmJation: PS' 2 

IVbnitors Supported: Supports all VEEA graphics modes, and text modes 

IVfcix. Resolution: 1280xl024@60Hz 

Bandwidth: 117MHz 

Keyboard Input: 6-pin rriniDN (PS/2) 

fVbuse Input: 6-pin rriniD N (FS/2) 

Computer/ KVM Parts: 1 

VGA Ftart: 15-pi n HDDB type 

LED I ncf cators: 2 

Endosure: M2tal enclosure 

Dimensions: 1.75 x 5.7 x 7 inches (43.1 x 144.7 x 177rrm) 

Weight: 1.8 lbs. (80Og) 

Operating lemp: 32° to 104° F (0-40° Q 

Storage Temp: 104° to 167° F (40-75° Q 

Humidity: 0-80% RH, non- condensing 

rvtixi mum Altitude: 10,000 feet 

VNfirranty: 1 year 

Note Spedfications are subject to change without notice 
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Rl PC Diagrams 



Connection LED 



Connection 



Link / Activity 



Remote IPConsole B E L K I N 



Link/ Activity LED 



CPU/KVM 
Ffart 




Serial Ol port 



Console 
Button Keyboard Ffart 



CPU/KVM 
Keyboard Ffart 

Console CPU/KVM 
Mxi9e Ffart Mause Ffart 
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Hardware Installation 

I nstal I i ng the Rl PC i nto a Server Rack 

The Rl PC i ncl udes mounting brackets for installation in 19-inch racks. 

X. attach the i ncl uded bracket to the top or bottom of the Rl PC with the 
provi ded Phi 1 1 i ps screws. 

2. Mount the Rl PC to the rack 

Note Mounting screws for the rack are not induded. Please use the specified screws 
from your rack's manufacturer. 

*** Cautions and \Aamings *** 

Before atterrpti ng to connect anythi ng to the Rl PC or your computers), 
please ensure that all your computer equipment and devices are powered off. 
Bel kin Corporation is not responsible for damage caused by your failure to do so. 
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Gomecti ng the Cbrrputer or KVM 

Using the provided PS/2 cable kit, connect one end of the VGA and PS/2 
cables to your server. Connect the other end to the "CPU/ KVM" ports on the 
back of the Rl PC 
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Connecting the Computer or KVM 

Using the provided PS/2 cable kit, connect one end of the \A3k and PS/2 
cables to the Rl PC on the KVM Switch. Connect the other end to the 
"CPU/ KVM" ports on the back of the Rl PC 
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Ftwvering Up the Rl PC 

1. Connect the included power supply unit into an available power outlet. 

2. Attach the barrel plug i nto the power jack located on the rear of the Rl PC 
to the power unit. 



7£P 



4- 



□ 

CPU/KVM 





3. Turn on your KVM Switch. If you do not have a KVM Switch, please proceed 
with powering up your computers. 
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Initial Network ConficjLration 



1. Using a R| 45 crossover cable, connect one end to the computer and the 
other end to the port labeled "Network". 




2. Set the I P address on your computer to be in the same range as 1.2.3.4 
(example: 1.2.3.6). 

3. Cpen the Mcrosoft®! ntemet Explorer web browser. 

4. Enter the I P address "1.2.3.4". 

5. Enter the default login name "adrri ni strator". 



6. Enter the default password "belkin". 
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Initial Network Configurati on 

7. Under Setti ng & 



Configurations, dick on 
"Network". (Note: Uncheck 
"DHCP' checkbox) 




8. Enter the desi red network 
settings and click on 
"Apply Changes" to save 
new network setti ngs 



9. Reset the local I P address setti ngs on the computer used for configuration 
of the RIPC 



Connecting the RIPC to the Network 

Connect the Rl PC to the network using a straight-through Rj 45 Category 5 
network cable 
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Rem o te Access 

Remote Access is a J ava™ applet that displays the redirected screen, keyboard, 
and mouse of the remote host system to whi ch the Rl PC i s attached. The web 
browser used for accessi ng the Rl PC must supply a J ava Runti rre Ehvi ronrrent, 
versi on 1. 1 or hi gher. Remote Access wi 1 1 perform i n much the same way from 
a remote location as if you were sitting directly in front of the computer itself. 
You will be able to use the keyboard and mouse in the usual way, however, the 
remote system will react to keyboard and mouse actions with a slight delay. 
The length of the delay depends on the bandwidth of the line over which you 
are connected to the Rl PC Cpen the applet by choosing the appropriate link 
in the navigation frame of the HTIVL 

| D— | W* | ] I' 

Bottom Part of the Remote Access Applet 

The Remote Access Applet offers the foil owing features: 

Auto acfust button 

If the video displayed is of bad quality or distorted in some way, press this 
button and wait a few seconds whi le the Rl PC adj usts for the best possi ble 
video quality. 

Sync 

Choose this option in order to synchronize the local with the remote 
mouse cursor. 

Vic loo settings 

This opens a new window with elements to control the Rl PCs video settings. 
You can change some values related to brightness and contrast of the picture 
displayed, which may improve the video quality. It is also possible to revert to 
the default settings for all video modes or only the current one 
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Configuration via serial 

On a corrputer that has HyperTerrri nal Services software installed, connect the 
provi ded CB9 seri al cabl e by attachi ng one end to your corrputer and the 
other end to the port labeled "Serial 1" on the Rl PC 

Open the HyperTerrri nal software and use the fol I owi ng parameters: 

Serial I i ne parameters 



Parameter 


Value 


Bits/ second 


115200 


Ceta bits 


8 


Parity 


No 


Stop bits 


1 


Row Control 


None 



You will now be able to set your networking configuration on the Rl PC 



USING YOUR Rl PC 



Fterequi sites 

The Rl PC features an embedded operating system and applications that offer a 
variety of standard user interfaces. The information following will describe 
thei r use i n detai I. All of the i nterfaces are accessed usi ng the 
TCP/I P protocol, and can be used over either the built-in Bthemet adapter 
or the modem 

"The foil owing interfaces are supported: 

hi Hy HTTPS The most complete access is provided by an embedded web 
server and the Rl PCs environment can be controlled by a standard web 
browser. Cependi ng on the web browser, you can access the Rl PCs card usi ng 
the unsecured HTTP protocol or, if the browser supports it, the encrypted 
HTTPS protocol . V\e recorrrrend use of HTTPS whenever possi ble 

Telnet: A standard telnet client can be used to access an arbitrary device 
connected to one of the Rl PCs serial ports via a term nal mode 

I n order to use the Remote Access wi ndow of your managed host system the 
browser nrust include a J ava Runtime Ehvi ronrrent, version 1.1 or higher. 
However, even if the used browser has no J ava support, such as is the case on 
small handheld devices, you can still maintain your remote host system using 
the administration forms displayed by the browser itself. 

\Afe reco mm en d the following browsers for an unsecured connection to 
the FO PC 

Mcrosoft I ntemet B<plorer version 5.5 or higher on Wndows 98, M= 2000, 
and XP 

Netscape®Navigator®7.0 or IVbzilla l.O on Wndows 98, Me, 2000, XP, Linux® 
and other UNIX® lite operating systems 

I n order to access the remote host system usi ng a securely encrypted 
connection, you need a browser that supports the HTTPS protocol. Strong 
security is only assured if you are using key length of 128 bits Many older 
browsers do not have a strong 128- bit encryption algorithm due to forrrer 
export regulations of US authorities. I ntemet B<plorer 5.0, which is included in 
Wndows Me and 2000, supports a key length of only 56 bits You can read 
about the key length of I ntemet Explorer under the menu points "?" and 
"I nfo". The dialog box displays a hyperlink that leads you to information on 
upgrading your browser to a state-of-the-art encryption scheme 
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\Ae recorrrrend the fol lowi ng browser for a secured connection to the Rl PC 

Mcrosoft I ntemet B<plorer version 5.5 or higher on Wndows 98, Me, 2000, 
and XP 

Netscape Navigator 7.0 or Mozilla l.O on Wndows 98, Windows Me, 2000, XP, 
Linux, and other UNIX- 1 ike operating systems 



J A Ui: u 1 [nF-rrnrl EipltFrrc 












i^migir §g am now 

£ pher S-tmiqltv lS+t 

PraHuit ]D.S5736-B::i-56?St]&7-™<J3 







I ntemet B<plorer Showing the Encryption Length 
Log Into the Rl PC 

Start your web browser and direct it to the address of your Rl PC configured 
during installation. 

To establish an unsecured connection, you rrust enter the following into the 
address I i ne of your browser: 

http:// 192. 168. 1. 22/ 

For a secure connection, you rrust enter: 

https:/ / 192. 168. 1. 22/ 

The Rl PC has a built-in adrrinistrator-user that has perrrission to adrrinistrate 
your system 



Login name 


adnri ni strator 


Password 


Bel kin 
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■ ■>>■ ' i 



Note Be sure to change the adrri ni strator-user password i nrmed ately after you 
ha\^ i nstal led and accessed your R PC for the f i rst ti me 



ivfain Screen 

After a successful login, the Rl PC will present its main screen frames (see 
Figure below). 

The home button bri ngs you i nstantly to the home page from one of the 
adrri ni strati on menu points. The logout button logs you out of the Rl PC it 
term nates the current session and will require you to re-enter your user name 
and password to log in again later. 

Note The PJ PC will prompt you for a password automatically if there is no 
adrri ni strati on activity for 30 rrinutes. 







vLU4L> J 


f 

Setup 



















The Rl PCs Home Menu Wndow 
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Log Out from the Rl PC 

This link logs out the current user and presents a new login screen. An 
automatic logout will occur if there is no adrrin activity for a period of 30 
rrinutes — following a prompt for re-entry of the password. 

Control Host R e m o te Access 

The Remote Access i s the redi rected screen, keyboard, and mouse of the 
remote host system the Rl PC controls 

I nitiating Remote Access causes a pop- up window to appear that replicates the 
screen of your host system Remote Access wi 1 1 perform i n rruch the same way 
from a remote location as if you were sitting directly in front of the computer 
itself. You will be able to use the keyboard and mouse in the usual way, 
however, the remote system will react to keyboard and mouse actions with a 
slight delay. The length of the delay depends on the bandwidth of the line over 
which you are connected to the Rl PC 




Remote Access Wndow Showing a Wndows 2000 Desktop Screen 

Note You can drcum^nt corrrruni cation issues between the local and remote 
keyboards by adjusting the keyboard of your remote system to the same mapping as 
that of your local one 

For example if you are using a German administration system but your host 
system uses a U.S. English keyboard layout, special keys on the German 
keyboard will no longer function according to the local program but will 
recreate that of thei r U. a Engl i sh counterpart. 

The Remote Access J ava applet tries to establish its own TCP connection to the 
R] PC Its protocol is not HTTP or HTTPS, but another protocol called RFB 
(Remote Frame Buffer Protocol). Currently RFB tries to establish a connection 
to port number 443. Your local network envi ronrrent rrust allow this 
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connection to be made, i.e if you are working over a private internal network 
your NAT (Network Address Translation) firewall settings rrust be configured 
accordi ngly. I n other words, if the Rl PC is connected to your local network 
environment and your connection to the I ntemet is over a proxy server only, 
failure to configure NAT correctly will make it very unlikely that the Remote 
Access will be able to establish the connection. This is because web proxies 
are not capable of relaying the RFB protocol. 

If you are unsure about this issue, please consult your network administrator 
for an appropriate network environment. 

Remote Access window attempts to display the remote screen at its optimal 
size, so that it may resize to match the remote screen initially, as well as 
following a change of the remote screen's resolution. You can always resize the 
Remote Access wi ndow usi ng your local wi ndow system 



A control bar on the lower part of the Remote Access window houses a control 
bar that displays Remote Access status and lets you adjust its settings. The 
following table defines the Remote Access control options: 



Control 


Description 


Options 

Scaling 


Allows you to scale down the Remote Azcess You can still use 
the mouse and keyboard, however, the scaling algorithm will not 
preserve all display details 


Options 

Mouse Handling 


The submenu for mouse handl i ng offers two opti ons for 
synchronizing the local and the remote mouse pointers 


Options 

Video Setti ngs 


Opens a panel for changi ng the Rl PCs video setti ngs 


Hot Keys 


Special button keys to send the defined key combinations to the 
remote system 


KVM Keys 


If defined in KVM Port Settings, you can switch the current KVM 
port by sending the appropriate hot key to the KVM switch. 


Read Option 

H 


Toggles the read-only mode on and off. 1 f the Monitor mode check 
box is selected, the Remote Azcess will not accept any local input 
for either keyboard or mouse The symbol indicates whether or not 
monitor mode is currently active. 


A_ito Adjust 


Starts the auto adjustment procedure to determine the settings 
for best visual quality of the current image being displayed on 
the Rl PC 
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Remote Access Options 

The Remote Access title bar displays information about the incoming (I n:) and 
outgoing (Cut:) network traffic. If you are using the compressed encoding, 
both compressed and uncompressed incoming traffic will be indicated. 



ttrmotn IPCaniDlc KcmolE 



IWIrJ'i.lffr 



Remote Access Title Bar 
Ftawer Man ag e m e n t Unit 

This provides a J ava applet that enables the telnet protocol to open a 
connection to the Rl PC Its main use is the pass-through option for serial port 
1, however, it also allows you to connect with a standard Telnet client. Telnet 
access must be enabled in the security settings. 

RIFC Mxee Synchronization 

The Rl PC addresses a common KVM-device challenge which is the synchronization 
between the local and remote mouse cursors. To do so, it uses an intelligent 
synchronization algorithm 

There are t hree ways to re-synchroni z e local and re mote mouse signals: 
rest Sync 

The fast synchronization is used to correct a temporary, but fixed skew Choose 
the option usi ng the Remote Access options menu or, if you def i ned a mouse 
synchronization hot key sequence use it. 

Sync Detect 

I f the sync doesn't work or if the mouse setti ngs have been changed on the 
host system use the intelligent re-synchronization. This method takes longer 
than the fast synchronization and can be accessed with the appropriate item 
in the Remote Access option menu. The intelligent synchronization requires a 
correctly adjusted picture Use the auto-adjustment function or the manual 
correction in the Video Settings panel to set up the picture 
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Single (Direct) IVbuse Made 

If all synchronization options fail, it is still possible to work with the remote 
mouse by selecting the single- mouse mode usi ng the i mage button. If 
activated, all mouse movements are transmitted directly to the host, so you 
can adjust the host mouse settings to less extreme values, or work in this 
mode if mouse acceleration is turned off. I n this mode all synchronization 
options perform a fast sync. 

Limitations of the MDUse Synchronization 

While the intelligent algorithm works fine for conrrron cases, there are some 
special limitations, which may prevent the synchronization from working 
properly: 

Special Nbuse Driver 

These are mouse drivers that influence the synchronization process leading to 
desynchroni zed mouse poi nters. I f thi s happens, make sure you don't use a 
special vendor- specific mouse driver on your host system 

Bacly Ac§ listed Retire 

For intelligent sync to work, a correctly adjusted picture is necessary. Use the 
auto-adjustment function or the manual correction in the Mdeo Settings panel 
to set up the picture. 

Active Desktop 

Check to see whether you have the Active Desktop feature of Mcrosoft 
Wndows enabled. If so, do not use a plain background; be sure to use some 
kind of wallpaper. You can also disable the Active Desktop entirely. 
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Video Settings 

The Rl PC features a panel to set up the 
following video options, available in the 
Remote Access Cptions menu. 

Note Brightness and contrast aontrols 
affedt all modes and KVM ports globally 
the other settings are changed spedfically 
for each mode on each KVM port. 
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Video Settings Pane! 

Horizontal Offset: Use the left and right buttons to move the picture in a 
horizontal direction while this option is selected. 

Vertical Offset: Use the left and right buttons to move the picture i n a 
vertical direction while this option is selected. 

Reset this Made: Resets mode-specific settings to their factory defaults. 
Reset all Mades: Resets all settings to their factory defaults 
Save Oranges: Saves changes permanently. 
Undo Changes: Restores last setti ngs. 
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Ftnts & Protocol s 

Force HI IPS 

I f this option is enabled, access to the \Aeb front-end is only possi ble usi ng an 
HTTPS connection. The Rl PC won't work on the HTTP port for i ncorri ng 
connections 

HTTPS Port 

Port number at which the HTTPS server is set to. If left unused or open, the 
default val ue wi 1 1 be used. 

HTTP Port 

Port number at which the Rl PCs HTTP server is set to. If left unused or open, 
the default value will be used. 

Telnet Port 

Port number at which the Rl PCs Telnet server is set to. If left unused or open, 
the default value will be used. 



HI 



Ports St Protocols Menu 
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Firewall 

IP access control parameters 



Parameter 


Cescri ption 


EEnabl e H rewal 1 


EEnabl es access control based on 1 P source addresses. 


Default Policy 


This option controls arriving 1 P packets that don't match any of the 
configured rules. They can be accepted or dropped. 

Note: 1 f you set this to EPCP and you have no ACCEPT rules configured, access 
to the V\eb over LAN is disabled. TO enable access again, you can change the 
security settings via modem or 1 SON dial-in or by terrporarily disabling 1 P 
access control with the initial configuration procedure 


Rule Nurrber 


This should contain the nurrber of a rule for which the following conrrrands 
will apply. This field will be ignored, in case of appending a new rule 


1 P/Mask 


Spedfies the 1 P address or 1 P address range for which the rule applies. 

EExarrples (the nurrber concatenated to an 1 P address with a '/ ' is the 

nurrber of valid bits that will be used of the given 1 P address): 

192. 168. 1. 22 or 192. 168. 1. 22/ 32 matches the 1 P address 192. 168. 1. 22 

192.168.1.0/24 matches all 1 P packets with source addresses from 

192. 168. 1. 0 to 192. 168. 1. 255 

0.0.0.0/0 matches any 1 P packet 



Fi newel I Settings Menu 

l nablr r imrdH > 
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Certificate Management 

The Rl PC uses the SSL protocol 
for any encrypted network traffic 
between itself and a connected 
client. During connection 
establishment, the Rl PC has to 
expose its identity to a client 
using a cryptographic certificate 




SSL Certificate Request 



Parameter 


Cescri ption 


Cbrrrron name 


This is the nehAork name of the Rl PC once it is installed in the 
user's network. 


Organizational unit 


This field is used for specifying to which department vwthin an 
organization the Rl PC belongs. 


Organization 


The name of the organization to v\iiich the Rl PC belongs. 


Locality/ City 


The city Wrere the organization is located. 


State/ Provi nee 


The state or province where the organization is located. 


Country 


The country where the organization is located. This is the 
twD- letter ISO code, eg. US for the USA. 


Challenge Passv\ord 


Some certification authorities require a challenge passv\ord to 
authorize later changes on the certificate (e.g. revocation of the 
certificate). The minimal length of this password is four characters. 


Confirm Challenge Passv\ord 


Cbnf i rrrati on of the Challenge Passv\*ord. 


E-rrail 


The e-rrail address of a security contact person that is responsible 
for the Rl PC 


Key length 


This is the length of the generated key in bits 1024 bits are supposed 
to be sufficient for most cases. Larger keys may result in slower 
response time of the Rl PC during connection estabJishrrent. 
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Certificate Request Required I nfoi 1 1 uLi on 

However, it is possible to generate and install a new certificate that is unique 
for a particular card. I n order to do that, the Rl PC is able to generate a 
new cryptographic key and the associated Certificate Signing Request that 
needs to be certified by a certification authority (CA). A certification 
authority verifies that you are who you claimyou are and signs and issues 
a SSL certificate to you. 

"The following steps are necessary to create and install the Rl PCs 
SSL certificate: 

X. Create a SSL Certificate Signing Request using the panel shown in the 
Figure below (Security Settings SSL Settings Create your own SSL 
certificate). Fill out a number of fields that are explained in the table 
above Cnce this is done click "Create CSR" which will initiate the 
Certificate Signing Request generation. The CSR can be downloaded to 
your adrrini strati on machine with the "download CSR" button 
(see Figure below). 

2. Send the saved CSR to a CAfor certification. You will get the new 
certificate from the CA after a traditional authentication process. 

3. Upload the certificate to the Rl PC using the Upload panel as shown in the 
Figure below 

■WMl*— - Ilk 
w I tr. 4 lv Y r w L br^Aai ■■ cue 
•fvtlw ■ ■■■■ 
ur^uiui I ; imii I ' caie 
. v iHiioHLhiilb ■ rue 

' ■■ i ■ 
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SSL Certificate Sibling Request 

Note I f you destroy the C5R on the Rl PC there is no way to get it back! I f you 
delete it by rri stake repeat the three steps. 

Settings & Configuration Network 

Network Setti ngs Parameters 



Parameter 


Description 


1 P address 


1 P address in the usual dot notation. 


Subnet mask 


"The net mask of the local network. 


Gateway 1 P address 


"The gateway of the network. 


1. ENS Server 1 P 


1 P address of the primary Domain Name Server in dot notation. "This 
option may be left empty however, the Rl PCwon't be able to perform 
name resolution. 


2. DNS Server 1 P 


1 P address of the secondary Domai n Name Server i n dot not at i on. 1 1 
will be used i n case the Pri mary DNS Server can't be contacted. 


Enable Power 
rvbnagerrent Unit 


If this option is enabled, access over the Power IVanagerrent Unit is 
possible For this reason, to ensure the best level of security, we 
recorrrrend you disable this parameter. 



( Note Changi ng the network setti ngs of the Rl PC night result i n lost connections 
I f you change the setti ngs remotely; be sure al I the val ues are correct so that you 
will still be able to access the R PC) 
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Remote Access Settings 

Wnile some parameters can be changed while Remote Access is running, others 
rrust be set in the Remote Access settings prior to actixrating it. 




Remote Access Setti ngs 
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Remote Access Options "table 



Control 


Descri ption 


Transrri ssi on EEncoding 


"The Transrri ssi on EEncoding setting allows you to change the 
i rmge-encodi ng algorithm that is used to transrri t the video data 
to the Remote Access window Wth these settings, it is possible to 
opti rrize the speed of the remote screen dependi ng on the number 
of parallel users and the bandwidth of the connection line 
(Modem ISDN, DSL LAN, etc.). 

Normal: The Standard EEncoding algorithm, well-suited for many 
parallel users in a LAN environment. Typical applications generate 
traff i c of up to 15Kbps. 

Compressed: The data stream between the Rl PC and the Remote 
Access window will be additionally compressed to save bandwidth. 
The compression encoding is suited for a modem or ISDN 
envi ronrrent. However, since the compression takes processing time 
on the RIPCitself, this encoding shouldn't be used when many 
parallel users want to access the Rl PC at the same time 


Use Sun's J ava 
Browser Plug-I n 


1 instructs the web browser of your adrrini strati on system to use the 
J VM (J ava Vi rtual Machi ne) of Sun Mcnosysterrs. The J VM i n the 
browser is used to run the code for the Remote Access wi ndow, 
which is actually a J ava applet. If you check this box for the first 
time on your adrrini stration system and the appropri ate J ava 
plug-in is not already installed on your system it will be 
downloaded and installed automatically. However, in order to make 
the installation possible, you still need to answer the according 
dialogs with "YEES". The download volume is around 11MB. The 
advantage of downloading Sun's J VM lays in providing a stable and 
identical J ava Virtual Machine across different platforms. The 
Remote Access software is optimized for this J VM version and offers 
wider range of functionality when run in Sun's J VM. (Hint: If you 
are connected over a slow connection to the 1 ntemet, you can also 
pre-install the J VM on your adrrini strati on machine. The software is 
available on the CD that is delivered along with the Rl PC) 


Mouse Hot Key 


Allows specifying a hot key combination that starts either the 
mouse synchronization process if pressed in Remote Access, or is 
used to leave the single mouse mode The key codes are listed in 
Appendix C 


User-Defined Hot Keys 


User-defined hot keys simulate keystrokes on the remote system 
that cannot be generated locally. 



Note dick on "Append" for the changes to take effect. 
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Users & Ffesswords 

Upon delivery, each Rl PC is pre-configured with a supervisor user called 
"adrri ni strator" havi ng the password "bel ki n". I |vpcrcrA|\rr: Be sure to change 
the adrri ni strator- user password inrmediately after you have installed and 
initially accessed your Rl PC 



u>-r>. -tuts- v 
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L.r-cup ■ 'I'.W. 



User & Passwords Panel 



The Figure above shows the User 6* Passwords panel of the Rl PCs front end. Its 
use wi 1 1 be descri bed i n the table below and i n the fol lowi ng text. 
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Description Users & Passwords "table 



Field 


Descri ption 


EExisti ng Users 


Select an existing user for modification or deletion. Chce a user has 
been selected, dick the "Lookup User" button to see complete user 
information. 


New User Name 


1 n order to create a new user, enter a new login name in this field. The 
new name must not already exist as user. If it does, an error rressage 
will be displayed on top of the panel. 


Full User Name 


This is the full name of the login user. 


Password 


The password for the user name It must be at least four characters long. 


Cbnfi rm Password 


Confirmation of the password above. 


Croup 


Assign this user to one of the following groups: 

super users in this group have every possible permission to control 
the host system and trie RJ PQ administrators users assigned to this 
group can control the host system and users this group has view 
permissions only 



The user management of the Rl PC allows 25 different users. The follow ng 
sections will describe how to add, delete, and modify users. 

Add User 

Fill out the fields "New user name", "Full user name", "Password", and 
"Confirm Password" as shown in the Users & Passwords panel. Alternatively, 
select the group of which the new user should become a member. Click the 
"Create User" button. 

Delete User 

Select a user in the "Existing users" field. Click the "Lookup" button. The 
complete user information will be shown. Click the "Delete User" button. 

IVrxffy User 

Select a user in the "Existing users" field, dick the "Lookup" button to get all 
the user's information. All fields can be modified as required. The old password 
is not displayed, but can be modified. If all changes are done, click the 
"Modify User" button. 
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Serial Ftort 

The Rl PCs Serial Settings allow you to specify which devices are connected to 
the serial port and how to use them The options are listed and described in 
the table below 

Serial Ftort Settings Table 



Function 


Description 


Modem 


Allows access to the Rl PC via modem see Modem 
Settings below for details 


Port Access 
via Telnet 


Using this option, it is possible to connect an arbitrary 
device to the serial port and access it (assurring it 
provides term nal support) via Telnet. Select the 
appropriate options for the serial port and use the 
Telnet unit or a standard Telnet client to connect to 
the Rl PC 



— * 



Serial Port Settings Menu 



MDdem Setti ngs 

The Rl PC offers remote access using a telephone line in addition to the 
standard access over the bui It-i n Ethernet adapter. The modem needs to be 
connected to the Rl PCs seri al i nterface. 
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Logically, connecting to the Rl PC using a telephone line rraans nothing more 
than building up a dedicated point-to-point connection from your Rl PC 
computer to the Rl PC I n other words, the Rl PC acts as an I ntemet Service 
Provider (ISP) to which you can dial in. The connection is established using 
the Poi nt-to- Poi nt Protocol ( PPP) . Before you connect to the Rl PC be sure to 
configure your Rl PC computer accordingly. For example on Wndows operating 
systems, you can configure a dial-up network connection, which defaults to 
the right settings like PPP. 

The modem setti ngs are part of the Serial Settings panel (see Serial Port 
Settings Menu). 



IVfactem Options Table 



Parameter 


Description 


Seri al Li ne Speed 


The speed at which the Rl PC comrruni cates with 
the modem Most rroderrs today support the default 
value of 115200bps. If you are using an old modem 
and experience problems, try to reduce this speed. 


Modem 1 nit Stri ng 


The initialization string used by the Rl PC to 
initialize the modem The default value will work with 
all current standard modems directly connected to a 
tel ephone 1 i ne If you have a special rrodemorthe 
modem is connected to a local telephone switch that 
requires a special dial sequence in order to establish a 
connection to the public telephone network, you can 
change this setting by giving a new string. Refer to 
the modem's manual about the AT command syntax 


Client 1 P Address 


This 1 P address will be assigned to your Rl PC computer 
during the PPP handshake Since it is a 
point-to-point 1 P connection, virtually every 1 P address 
is possible but you must make sure it is not interfering 
with the 1 P settings of the Rl PC and your Rl PC 
computer. The default val ue wi 1 1 work i n most cases. 
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KeyboarcV Wbuse Settings 

The Rl PC supports different keyboard and mouse models The panel 
shown i n the Keyboard/ Mouse Setti ngs Menu i s used to adj ust setti ngs 
(see table below). 



Keyboard Mouse Gpti 


ons Table 


Control 


Cescription 


Targeted KVM Port 


Selects the KVM port to which the settings made below 
wi 1 1 be appl i ed. Choosi ng "Update" wi 1 1 di spl ay the 
current values for this port and select it for alteration 
of its settings 


Keyboard Model 


Sel ects the keyboard model used on the remote 
host system 


Mouse Mode 


Automatic >- uses the automatic mouse 
synchronization process; 

1: n ->~ enacts di rect seal i ng of mouse movements 
between the local and the remote pointer, so you can 
move the mouse even if it's not enti rely synchronous. 


Reset Mouse/ 
Keyboard Emulation 


Thi s opti on wi 1 1 reset the PJ PCs keyboard and 
mouse emulation for the host system Use it if the 
keyboard or mouse seem to react irrationally. It's just 
1 i ke pul 1 i ng out the keyboard and mouse connectors 
and pi uggi ng them i n agai n. 
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rri Irh -bH 
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Keyboard/ IVbuse Setti ngs Menu 



KVM Switches 



It is possible to select the nurrber of ports used by the connected KVM switch, 
and you may assign each port a name, I n order to provide KVM port switching 
through the Rl PC key combinations have to be defined for the ports 



J « 



* r 
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KVM Setti ngs Menu 
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The syntarx to define a new hot key is as follows: 

<keycode >[-fj - [_] <keycode >i* 
For exarrple: Gtrl-Gtrl-A-Enter 
or Ctrl -b<V* 1- Biter 

Multiple key codes can be concatenated with a +or a - sign. The +sign builds 
key corrtai nations; all keys will be pressed until a - sign or the end of the 
combination is encountered. I n this case, all pressed keys will be released in 
reversed sequence So the - sign builds single separate key presses and 
releases The_ (underscore) inserts a pause of user- definable length; more 
than one _ (underscore) may be concatenated. The duration of a single pause 
is set in rrilliseconds, using the appropriate option on the KVM settings page. 
See Hot Key Table for a list of key codes that can be used as hot keys 

I f the setti ngs are correct, the KVM port can be switched usi ng the KVM 
switching matrix on the Rl PCs home page The Rl PC uses separate mouse 
synchronization settings and video settings for each port. 

Note It is still possible to apply KVM \^/ combinations through Remote Axess for 
switching KVM ports, however, in this case video and mouse synchronization settings 
will be shared among the ports and may unintentionally be ex±ianged for one of 
those ports 

FSrmAsne 

This section contains a surrmary of information about this PI PC and its current 
firmware and allows you to reset the Rl PC This information is made available 
under the Mai ntenance Panel Menu. 

On 

tr.nrMi 
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Mai ntenance Panel Menu 
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Update Firm/vane 

Fl ash upgrades al I ow you to obtai n the I atest f i mrware updates for your RJ PC 
These updates ensure that your Rl PC continues to work with the latest devices 
and computers. Firmware upgrades are free for the life of the PJ PC Visit 
belkin.com for upgrade inforrration and support. 

H.iplnH n~m*rr 5 




Firmware Upload Menu 

Rl PC Video Modes 

Table B.1 lists the video rrodes the PJ PC supports. Please use only these 
modes, and do not use custom video setti ngs. I f you do, your PJ PC may not be 
able to detect them 

Table B.1 Unit Video Modes 



Resolution (x,y) 


Refresh Rates (Hz) 


640x350 


70, 85 


640x400 


56, 70, 85 


640x480 


60, 67, 72, 75, 85, 90, 100, 120 


720x400 


70, 85 


800x600 


56, 60, 70, 72, 75, 85, 90, 1O0 


832x624 


75 


1024x768 


60, 70, 72, 75, 85, 90, 100 


1152x864 


75 


1152x870 


75 


1152x900 


66, 76 


1280x960 


60 


1280x1024 


60 



37 



APPENDIX A 



The Hot Key Table shows the key codes used to defines keystrokes. Please note 
that these key codes do not necessari ly represent key characters that are used 
on international keyboards. They name a key on a standard 104-key PC 
keyboard with U.S. English language mapping. However, most modifier keys 
and other alphanumeric keys used for hot key purposes in application programs 
are on an identical position, no matter what language mapping you are using. 
Some of the keys have aliases also, meaning they can be named by two key 
codes (separated by comma in the table). 



Hot Key Table 



For these corrmands. . . 


. . . type these characters 


Hide 


71LCE 


Mnus 


- or MNUS 


Equals 


=or EQUALS 


Serricol on 




Apostrophe 




Less than 


-cor 1 FSR 


QjtTTTB 




Period 




Slash 


! or SLASH 


Backspace 


BACKSPACE 


Tab 


"TAB 


Left bracket 


r 


Right bracket 


] 


Enter 


ENTER 


Caps Lock 


CAPS LOCK 


Back slash 


\ or BACKSLASH 


Left Shift, Shift 


LSHI FT or SHI FT 


Right Control 


RCIRL 


Right Shift 


RSHIFT 


Left Control or Control 


LCTRL or CTRL 


Left Alt or Alt 


LALTor ALT 


Space Bar 


SPACE 


Escape 


ESCAPE or ESC 


Fl 


Fl 


F2 


F2 


F3 


F3 


F4 


F4 


F5 


F5 


F6 


F6 


F7 


F7 


F8 


F8 


F9 


F9 


F10 


F10 



For these corrmands. . . 


. . type these characters 


Fll 


Fll 


F12 


F12 


Print Screen 


PRINTSCREEN 


Scroll Lock 


SCRCLL LOCK 


Break 


BREAK 


1 nsert 


INSERT 


Home 


HC3VE 


Page Up 


PAGE UP 


Delete 


CELETE 


End 


END 


Page Down 


PAGE CCWSI 


Up arrow 


UP 


Left arrow 


LEFT 


□own arrow 


LOAN 


Right arrow 


right 


Njmber Lock 


NUM LOCK 


0 on nurrber pad 


NUfvT5AD0 


1 on nurrber pad 


NLT-/FWD1 


2 on nurrber pad 


NUM^ce 


3 on number pad 


NUVRAD3 


4 on nurrber pad 


NUM^D4 


5 on nurrber pad 


NUT^RACB 


6 on number pad 


NUVRAD6 


7 on nurrber pad 


NUT^RAD7 


8 on nurrber pad 


NUVTWD3 


9 on nurrber pad 


NUfvTWCG 


Addition sign on nurrber pad 


NLff^PACPLJJS or NLJVPAD PLUS 


□ vision sign on nurrber pad 


NLfvTWD/ 


MJti plication sign on nurrber pad 


NUM^CMJL or NUIVRflD MJL 


Mnus sign on nurrber pad 


NUTvTWDM NUS or MMW M NUS 


Enter on nurrber pad 


NLff^PACENTER 


Wndows 


WNCOAS 


IVenu 


IVENU 
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ACPI A specification that enables the operating system to irrplerrent 

power management and system configuration. 

ATX Advanced Technology Extended: A particular specification of a 

motherboard introduced by I ntel ®in 1995. 

DHCP Dynamic Host Configuration Protocol: Protocol for dynarri call y 

assigning IP configurations in local networks. 

DNS Comain Name System Protocol used to locate computers on the 

I ntemet by thei r name. 

FAQ Frequently Asked Question 

HTTP Hypertext Transfer Protocol : The protocol used between web 

browsers and servers. 

hi IPS Hyper Text Transfer Protocol Secure: Secure version of HTTP. 

LED Light Emitting Dode 

MB Management I nformation Base: Describes the structure of the 

management information that can be accessed via SIMM 3 . 

PS/ 2 The PS/2 device interface was developed by I BM®and is used by 

many nice and keyboards. 

SNMP Simple Network Management Protocol: A widely used network 
monitoring and control protocol. 

SSL Secure Socket Layer: Encryption technology for the I ntemet used 

to provide secured data transmissions. 

SVGA Super VGA: A ref i nement of Video Graphics Array (VGA) that 

provides increased pitch and resolution performance 

UIP Unshielded Twisted Pair: A cable with two conductors twisted as a 

pair and bundled within the same outer PVC covering. 
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Does the Rl PC work with Bel kin CtmiVfew BMIbRHWSE Quad- Bus Series 
KVM Switches? 

Yes, it does. 

Does the Rl PC work with non-Belkin KVM switches? 

Yes, the Rl PC works with non-Belkin PS/2 kvm switches, however, be advised 
that degradation in performance may result if a lesser- quality KVM switch is 
used. 

Wiat operating systems does the Rl PC support? 

The Rl PC supports Wndows NT, 2000, and XP. 

Can I use try Rl PC with operating systems that are not based on Mcrasoft 
Windows? 

Yes, you can use your Rl PC with other platforms, however, only the keyboard 
and video are supported. 

Does the Rl PC put any strain on the servers? 

No, the Rl PC is a 100% hardware solution that does not require any additional 
software installed on servers. 
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TROUBLESHOOTING 



"The remote mouse doesn't work or is not sy n chronous. 

Make sure the mouse setti ngs match the mouse model . 

The video quality is bad or the picture is grainy. 

Try to correct the brightness and contrast settings until they are out of a range 
where the picture looks grainy. Use the auto adjustment feature to correct a 
flickering video. 

Login fails. 

Use the administrator account to log in and make sure your user name and 
password are correct. 

"The Remote Access window cant connect to the RJ PC 

A f i rewal I may be preventi ng access. Make sure the TCP port numbers 443 or 80 
are open for incoming TCP connection establishments 

No connection can be established to the Rl PC 

Check to ensure that the network connection is worki ng i n general ( pi ng the 
I P address of the Rl PQ . I f not, check network hardware 

I s the Rl PC powered on? Check whether the I P address of the Rl PC and all 
other I P- related settings are correct. 

Notify that all the I P infrastructure of your LAN, such as routers, etc., is 
correctly configured. Wthout a ping functioning, the Rl PC will not work. 

Special key combinations, e.g ALT+F2, ALT+F3 are intercepted by the 
Rl PCs system and not transmitted to the host. 

Create a hot key command for this special function. 

In the browser the Rl PC pages are inconsistent or chaotic 

Make sure your browser cache settings are correct. Be especially careful that 
the cache setti ngs are NOT set to "never check for newer pages". Otherwi se, 
the Rl PC pages may be loadi ng from your browser cache and not from the card. 
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FCC Statement 

DECLARATION OF GQMaV41Y VM1H POC RULES FOR 
ELEOROMOGNETIC GCMTCIl Bl UTY 

V\e, Bel kin Corporation, of 501 \Aest \Aalnut Street, Cbrrpton, CA 90220, declare under our sole 
responsi bi I ity that the product: 

F1CE101G 

to which this declaration relates: 

Cbrrplies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this 
device may not cause harrrful interference, and (2) this device rrust accept any interference received, 
including i nterf erence that may cause undesired operation. 



CE Dedaration of Cbrrfomrity 

\Afe Belkin Corporation, declare under our sole responsibility that trie product F1DE101G to which this declaration 
relates, is in conforrrity with Brissions Standard 3*5022 and with I rrrrunity Standard EN55024, LVP BJ61000-3-2, 
and BM61000-3-3. 

"This a ass B digital apparatus corrplies with Canadian ICES- 003. Get appareil nurrerique de la classe B est conforrre a la 
norrre NMB-003 du Canada. 

Belkin Corporation United Rve-Vfear FYoduct XAferranty 

Belkin Cbrporation warrants this product against defects in materials and workmanship for its warranty period. If a defect is 
discovered, Belkin will, at its option, repair or replace the product at no charge provided it is returned during the warranty 
period, with transportation charges prepaid, to the authorized Belkin dealer from whom you purchased the product. Proof of 
purchase may be requi red. 

This warranty does not apply if the product has been damaged by accident, abuse, rrisuse, or rrisapplication; if the product 
has been modified without the written perm'ssion of Belkin; or if any Belkin serial number has been removed or defaced. 

THE WARRANTY AND PEMEQ ES SET FCRTH AEO/E ARE E>OJUSI \£ I N U EU CF ALL OTHERS, WHETHER CRAL CR \ARI TTEN, EXPRESSED 
CRIIVPUED BELK1 N SPBO H CALLY □ SCLAI MS ANY AISDALL I |VpU ED \AAPRANTI ES, I M3JUD IMG WTHCUT U MTATI CN. \AARRAIMri ES 
CF MERCHANTAEll UTY ATSD HTNESS PCRA PARTICULAR PURPCEE 

No Belkin dealer, agent, or employee is authorized to make any modification, extension, or addition to this warranty. 

BELKI N I S NOT RESPCNSI BLE FCR SPEQ AL, I NO DENTAL, CR CONISEQJENTI AL DAMAGES RESULTl NG FRCM ANY BREACH CF 
WARRANTY, CR UNDER ANY OTHER LEGAL THECRY, I NOJJD NG BUT NOT U Ml TED TQ LOST PROFITS, CCWMTI ME GDCDWLL, 
DAMAGE TO CR REPROGRAMVI NG CR REPRCDUQ NG ANY PROGRAM OR DATA STORED I N CR USED WTH BELKI N PRODUCTS 

Some states do not allow the exclusion or limitation of incidental or consequential damages or exclusions of irrplied 
warranties, so the above li rotations of exclusions may not apply to you. This warranty gives you specific legal rights, and 
you may also have other rights that vary from state to state. 
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